
Android Enterprise  
“The platform changing what mobile can do” is how Google 
describes Android 10. Indeed, Android 10 has become the new 
industry standard when it comes to operating systems on mobile 
devices, especially in the legal profession.
Android powers a mobile, connected workforce, with multiple layers of security, 
comprehensive management and a range of devices to fit any job.

With an improved security model for biometrics, Android 10 applies industry-leading 
technology to protect sensitive data. 

The newest release of Android brings important privacy enhancements for legal 
professionals when they’re away from the office. Such as TLS (Transport Layer Security) 
by default, which protects all data entering or leaving a person’s device when they’re in 
transit. In addition, DNS over TLS is designed to protect all web communications and 
keep them private.

Android 10 also delivers AI-powered productivity tools to boost users’ performance, 
along with new features to promote digital wellbeing.  

More information about Android Enterprise is available on our website:  www.appurity.co.uk

IT in control

Your employees have the ease and 
versatility of Android but your IT team 
can still retain close control, auto-
accepting updates and pushing out and 
removing apps without user intervention.

Administered through  
an UEM console

> Allows IT to provision and 
containerise apps securely on any 
device running Android Enterprise.

> Provides a consistent UI across all 
Android devices

> Enhanced Google Security Services

Android
Enterprise
Improving productivity, 
security, and digital 
wellbeing for legal firms



Android 10: Easy to manage
> Deploy at speed 

> Provision and user setup have been made 
simpler for a faster roll out 

> Remote app permissions 

> Runtime permissions allow remote 
configuration and changing of app permissions 

> Easier certificate installation 

Third-party apps can be used to delegate 
installation of certificates, and administrators can 
give apps access to certificates without disrupting 
the user experience.

Android 10: Built-in power
Android Enterprise capabilities are built  
into the native OS. 

More information about Android Enterprise is available on our website:  www.appurity.co.uk

True UEM for Android
With a Unified Endpoint Management solution, 
such as BlackBerry UEM or MobileIron UEM, you 
can securely provision and containerise apps on 
any device with an Android Enterprise profile to 
meet BYOD, COPE or COBO requirements.

Deploy securely
Android Enterprise eliminates the need to allow 
untrusted sources to install internal apps on the 
device. In-house apps can now be deployed 
securely and privately via a UEM provider and 
the Google Play Store.

“Android allows us to use consumer apps 
when they’re sensible, while Android 
Enterprise connects everything back to our 
network in a secure way.” 

IT Director, Brodies LLP

Verify Apps
Verify Apps is the foundation to extend 
secure mobile productivity and collaboration 
within your organisation. You can add 
additional apps that provide greater 
productivity to meet specific needs.

Rubus, the iManage 
connector for smartphones 
With Rubus, you can provide your users 
with an iManage integration into your  
email client for Android. 

iManage is the document management 
system of choice for legal firms. The 
challenge is how to extend its reach to your 
mobile device. Appurity Connect has built 
this app to bridge the gap between smart 
devices and iManage. 
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More information about Android Enterprise is available on our website:  www.appurity.co.uk

Android Zero Touch 
Enrolment

Appurity can use this programme to 
deploy your corporate-owned devices in 
bulk without having to manually set up 
each device. All your employees need 
to do is open the box and start using 
the device. Management, apps and 
configurations are all set.

“With Android Zero-touch Enrolment, 
and as part of our Mobile Managed 
Service when building and deploying 
devices for legal firms, we can deliver 
large-scale environments across  
multiple sites.“

Steve Whiter, Director, Appurity

Android Enterprise 
Recommended

Finding the right technology to invest 
in can be difficult and time-consuming. 
There are thousands of products to 
choose from. Fortunately, Google’s 
Android Enterprise Recommended 
programme makes it easier to select, 
deploy and manage Android devices and 
services for your organisation.

This programme is also designed to 
help you reduce support costs and 
spend less time deploying and servicing 
devices. Plus, devices are kept up to 
date with regular security patches.

Additional programmes

Pro�le management 
The Work Pro�le separates 
and protects work data 
from personal apps and 
content.  

Data leakage prevention 
Admins can apply policies 
to restrict the �ow of data 
and prevent information 
from being shared.  

Device management 
Companies can apply 
management to an entire 
device with Work Managed. 

Device capabilities 
Work apps and data can be 
remotely wiped without 
a�ecting personal apps 
and content. 

Unknown sources 
Admins can block app 
downloads from 
third-party marketplaces. 

VPN 
Secure networking can be 
applied to the device, Work 
Pro�le or speci�c business 
apps.

New Play APIs mean only authorised 
UEM providers can install approved 
enterprise apps in the work container.

UEM
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The benefits of Android Enterprise



How can Appurity help?

Appurity’s goal is to help your organisation to deliver a highly effective 
and secure mobility strategy, whether COBO (Corporate Owned, 
Business Only), COPE (Corporate Owned, Personal Enabled), or BYOD.   

Appurity Mobile Management Services

Our services include:

> Creation of acceptable use policies, required to implement a mobile strategy. 

> Defining the business requirements and objectives from use cases.

> Project management that extends to the carrier, ensuring a co-ordinated SIM migration. 

> Configuring and building the UEM and/or EMM, and creating the profiles and policies based on  
business mobility management criteria. 

> Sourcing and logistics management, including provisioning and activating network services,  
applications and devices. 

> Device and system management: device threat mitigation, connection optimisation and security. 

> With a Unified Endpoint Management solution, such as BlackBerry, MobileIron or Microsoft Intune, you  
can securely integrate messaging systems and mobile applications, as well as updates, upgrades, patches 
and fixes. 

> Resources to prepare an OS, policy and UEM  build to specific guidelines.

> Resources to conduct a device configuration, installation and hand-over. 

> Appurity is a BlackBerry Platinum Partner and MobileIron Iron Partner, specialising in cross-platform mobility. 

> We will advise you on your mobility and app strategy with solutions that conform to regulatory or  
security guidelines, such as those provided by the National Cyber Security Centre (NCSC), for COBO, 
COPE and/or BYOD.

Delivering secure mobile and app with business value

Appurity holds accreditation with iManage, BlackBerry, Samsung, Google, MobileIron, Lookout, 
Hypergate and Extreme (Aerohive).  

If you’d like to talk to us about Android Enterprise, simply contact us on: 

 0330 660 0277        android@appurity.co.uk

Hypergate Authenticator – Enabling true workforce mobility

By leveraging your existing infrastructure, Hypergate will give your employees access to 
company resources on their Android Enterprise and iOS smartphones. Now accessing 
corporate data is faster and safer for your entire workforce.

With Hypergate you can remove all dependencies on computers and become truly mobile.
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The UEM Solution
“UEM refers to a new class of tools that 
can act as a single management interface 
for mobile, PC and other devices. I&O 
leaders should expect and plan to replace 
enterprise mobility management and client 
management tools with UEM to support 
modern OSs.” 

Gartner

BlackBerry and MobileIron  
Appurity is a top-tier partner for both UEM 
solutions. We provide solutions based on 
customer business objectives, security 
requirements and progression to cloud/SAS.

We can advise you on your mobility and 
app strategy with solutions that conform to 
regulatory or security guidelines, such as 
National Cyber Security Centre (NCSC) for 
COBO, COPE and/or BYOD.

“We’ve equipped our users with devices 
that they can use for just about anything, 
business or personal. More importantly, 
we’ve got those devices locked down in 
such a way that we’ve full control over 
most of what we do."

IT Director, Howard Kennedy LLP

More information about Android Enterprise is available on our website:  www.appurity.co.uk


